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Ypox 19-20

Tema ypoxy: 3abesneueHHs 3axuCTy 1HGOpMaIlli Ha KOMIT IOTEPHOMY
o0aHaHHI Ta y JTIOKATbHUX MEpexax

Mema ypoKy: 03HalOMJICHHS 3 OCHOBHUMH BuaaMu 3arpo3 KO y JIM.

Marepianu ypoky:

Bujau 3arpo3 Ta piBHi HeOe3nexu iHgopMaliHHUX cHCTEM

Hait6ipm mupoko 3arpo3u iHhopMaIiiHuM pecypcaM MOKHA PO3TIISIaTh K
NOTEHIITHO MOJKJIMBI BUMNAJAKUA MPUPOJHOTO, TEXHIYHOIO ab0 aHTPOIOT€HHOIO
XapakTepy, sIKI MOXKYTh CIPUYMHUTH HeOaXaHU BIUIMB Ha 1H(POPMAILIIHY CUCTEMY,
a Takoxk Ha I1Hdopmarllto, ska 30epiraerbcsi B HiA. BHUHHKHEHHS 3arposu
XapaKTEPHU3YEThCS YPA3IUBICTIO.

Buou 3a2po3 ingpopmauiiinii cucmemi

3azpoza po3kpumms inghopmauininux pecypcie 1monsrac y Tomy, 110 JiaHi,
1H(popMaIlis CTalOTh BIIOMUMH TUM, KOMY HE CJIiJl [bOTO 3HATH.

3azpoza nopywienna yinichocmi iH@oOpmauyiiiHux pecypcie— BIUIUB
(Moaudikamis, BUAATECHHS, 3HIKEHHs) JaHMX, K1 30epiratoTbes B 1H(OpMaIiiHIi
cucTeMi cy0’€KTa yrpaBIIiHHS.

Knacugpikayisa 3azpo3

e  AmapartHi 3aco0u (0J0KH, BY3JIM 1 TOTOBI BUPOOU), SKUMH OCHAIYIOTHCS
KOMIT FOTE€pPH 1 MEPEXI;

e  Hocii nmporpamuoro 3a0de3nedenHs Ta iHpopMailii;

e  Tsepai korii 3 po3aApYKOBaHOO 1H(HOPMALIIETO.

Jcepenamu nomunok y npozpamuomy zaoesneuenni (I13) moyncyms oymu:

e  JloriuHi MOMUJIKY PO3POOHUKIB MPOTPAMHOTO 3a0€3MeYCHHS;

e HenepenbauyBani cuTyaiii, SKi TPOSBISIOTHCS TPH MOJEpHI3AIll,
3aMiHI 4Yd J0JaBaHHI HOBHUX amapaTHUX 3aco0iB, BCTAHOBJICHHMX HOBHMX JOJATKiB,
BUXOJM Ha HOBI pexxumu podotu [13, mosBi panimie He 3apiKCOBAHMX HEIITATHUX
CUTYAIIIi;

e  Bipycu, skumMu iHpIKOBaHI POTPaMHU;



e CreuianpHi MporpamMHi KOMIIOHEHTH, sIKI HepeadadeHi po3poOHHKaMu
[13 mmst pi3HOTO POy IICH.

3axuct ingopmanii B iHpopManiiHUX cucTEMax

CykynHICTh METOMIB 1 3ac001B 3axUCTy 1H(OpMaIli BKIIOYAE MporpamMHi M
amapartHi 3aco0u, 3aXMCHI MEPETBOPECHHS Ta OPTaHi3aIliifHi 3aX0IH.

Anapamuuii, abo cxemuuil, 3axucm 1oJIATae B TOMy, 10 B npuiagax EOM
Ta IHIOUX TEXHIYHUX 3acobax oOpoOku iHdopmarii mnependadyaeTbCsi HasSBHICTD
CHeLIaIbHUX CXEM, 110 3a0e3MeuyI0Th 3aXUCT 1 KOHTPOJIb 1H(OopMaIlii.

Ilpozpamnui memoou 3axucmy — 11 CYKyIHICTb aJITOPUTMIB 1 TIporpam, siKi
3a0€3MeuyloTh pPO3MEKYBAaHHS JIOCTYIy Ta BHKJIIOYEHHS HECAHKI[IOHOBAHOIO
BUKOPHUCTaHHA 1H(pOpMAIIii.

3axucni nepemeopennsa TONATAIOTH B TOMy, IO 1H(oOpMmamia, sKa
30epiraeTbCcsi B CUCTEMI Ta MEPENAETHCS KAHAJIAMU 3B 513Ky, MMOJAETHCA B JACSIKOMY
KOJI1, 1110 BKJIIOYAE ii Oe31mocepeIHE BUKOPUCTAHHS.

Opzanizayinni 3axoou i3 3axucmy iHGOpMayiiMIiCTATb CYKYNHICTh A1 3
nigoopy Ta MepeBIpKU MEpCcoHay, sIKMii Oepe ydyacTh y MIATOTOBI M eKcruyaTarlii
mporpam Ta iHpopMmaiiii.

Bipyc — nporpama, sika 3aicy€eThbcsi, IEPE3anUCy€eThCsl CAaMOCTIMHO.

AnTHBipycHi mporpamm. Ili nporpamu mnpusHaueHi IS 3aXHUCTy BIJ
CHeliajJbHO CTBOPEHUX MPOTpaM MOIIKOKEHHS 1HPOpMallii — BIpyCiB.

Po3pi3HsAIOThCS 32 TAKUMH O3HAKAMHU.

CepenoBuiie nepedyBanns. Bipycu nmoaiisioThCcs Ha:

e Daiinoei-T1,110 101a0THCA 10 GaIiB 3 PO3IIUPEHHSIM €Xxe, COm;

e 3asanmasicysaibHi-Ti, 1110 T0AAOTHCS 10 DOOt-cexTopa;

o Mepeosicni-Ti , 1110 TIOMUPIOIOTHCS HA KOMIT IOTEPHIN MEpexi;

eMakposipycu-1i, 1mo 3apaxaioTh ¢aitin  MicrosoftOffice.  Bouu
HOIIKOKYIOTh Komiro madmony Normal.dot, skuit 3aBaHTa)KyeThCsl B ONEPATUBHY
naMm’aTh KOMIT'IOT€pa IIiJI 4ac pOOOTH 1 HACIIJIOK 4YOTro BCi (aitnm, 3 SKUMH

POBOAUTHCA POOOTA, CTAIOTh YPAKEHUMHU.



Cnoco0u 3apaxeHHs1 KOMII'KOTepa.lcHYIOTh BipycCH:

e Pezudenmmni-Ti, 10 BMIIIYIOTHCS B OMEPATUBHY MaM ATh 1 JOJAIOTHCS IO
BCiX 00’€KTiB ((ailniB, TUCKIB), 10 AKUX 3BepTaeThest OC;

e Hepezuoenmi — 11, 10 TOAAIOTHCS A0 OMEPATUBHOL MaM’ATi 1 € aKTUBHUMHU
JUiIe B KOPOTKHUM 4Jac.

DyHKUiOHATBHI MOKIUBOCTI. Taki rpynu BipyciB:

e Hewkionuei - Ti, 1O BIUIMBAlOTh Ha PoOOTYy KOMIT'OTepa (HAmpUKIas,
301IBIIYIOT pO3Mip daiiny);

ebeszneuni - Ti, O 3aBa)KalOTh POOOTI, aje HE MOIIKO/KYIOTh 1H(POPMAITIO
(HampuKIIal, 1at0Th SKICTh MOBIIOMIICHHS, TIEPE3aBAHTAXKYIOTh KOMIT FOTEP TOIIIO);

eHebe3neyni - Ti, 10 TMOLIKO/KYIOTH 1HGOpMaIlio (GaiiiB, 3yMOBIIOIOYH
«3aBUCAHHSD» KOMIT OTEPA;

o /[ysrce nebesneyni - Ti, U0 3yMOBJIIOIOTH yTpaTy Mporpam, 3HHUIIECHHS
1H(popMaIrii 13 cucTeMHUX obJacTei, GopMaTyBaHHS JKOPCTKOTO JIUCKA.

OcobsmBocTi anropurmy. Bipycu noauisiioTh Ha Takl Tpymnu:

¢ Bipycu-cynymuuku — BipyCcH, Kl HE 3MIHIOIOTH (haiijiu, aje CTBOPIOIOTh
OJIHOMMEHH] (Daiiyi 3 pO3MIUPEHHSIM COM, 1110 3aBaHTAXKYIOTHCS MEPITUMU;

eBipycu-uepg’axku — BIpyCH, WO MOLIMPIOIOTHCS ABTOMAaTUYHO B
KOMIT FOTEpHIA Mepexi 3a 3HANIEHOIO aJpecOl0 B aIpECHIA KHU3L;

e Bipycu-napazumu — BIpYCH, SIKIi PO3MI3HAIOTBCS 3a 3MIHEHHUM 3MICTOM
JTMCKOBUX CEKTOPIB 1 aiiiiB;

eStealth-gipycu—Ti, mo danbcnuikytoTh iHGOpMAIlIO, sSKa YHTAETHCS 3
nucka. Bipyc mepexoruiroe Bektop nepepuBanns int 13hi Bumae akTuBHIK mporpami
xuOHy i1H(opmMmallio, sfKa TOKasye, IO Ha JAUCKy Bce Tapazn. lLleir 3aci6
BUKOPUCTOBYETHCS SIK y (palIOBUX, TaK 1 B 3aBaHTAXYBAJIbHUX Bipycax;

¢ Bipycu-mymanmu — BipycH, 1110 MarOTh 3anpoBaHU MPOrPaMHUMA KOJT;

e Pempogipycu— 3Buuaiini ¢aiaoBl BIpyCH, SKI HaMararThCs 3apa3uTH

aHTUBIPYCHI NPOrpaMu, 00 3HUILUTH iX a00 3pOOUTH HEI€3TATHUMU.



AHTHBipycHI mporpaMmu, 10 /JaTh 3MOIY BHSIBUTH BIpyC, Big
KOPEeKTYBaTH 200 BWJIYYUTH MOIIKO:KeHi (hailyid, mMoaiisiloTh HA JeTEeKTOPH,
(daru (s1ikapi), peBi3opu, CTOPOKi, BAKIIMHH.

Jlemexmopu (ckanepu) IepeBIpSIOTH OTMIEPATUBHY a00 30BHIMIHIO ITaM’SITh Ha
HAsIBHICTh BIPYCY 3a JIOMOMOTOI0 PO3paxOBaHOi KOHTPOJIbHOI CyMH a00 CUTHATypHU
(yacThHa KOJy, IO MOBTOPIOETHCS) 1 CKIAJAIOTh CIHUCOK YIIKOJKEHUX MPOTpPaM.
JlerektopoMm €, Hanpukiaa, nporpama MSANtiVirus.

@Dazu (nonicpagpu) —BUSABISIIOTH Ta 3HEIIKOKYIOTH Bipyc (¢ar) abo Kijgbka
BipyciB. CyvacHi Bepcii noiidaris, sIK MpaBUIO MOXYTbh IMPOBOJAWTH €BPUCTHUYHUN
aHamiz ¢ainy, TOCTIHKYI0UM HOTO Ha HAsBHICTh KOy, XapaKTEpHOro JJisl BIPYCY.
daramu € nporpamu Aidtest, DrwWeb.

Pegizopu — mporpaMu, IO KOHTPOJIIOIOTH MOMJIMBI 3acO0M 3apa)KE€HHS
KOMIT 10Te€pa, TOOTO BOHU MOXKYTh BHSIBUTHU BIpYC, HEBIIOMiM miporpami. PeBizopom €
nporpama Adinf.

Cmopostci— pe3uieHTHI IPOrpaMu, sIKi TOCTIHHO 30€piratoThes y maM’ati i y
BU3HAYCHHUI KOPUCTYBaueM dYac TMEPEBIPSAIOTh OMNEPATHBHY MaM’ siTh KOMII IOTEpA.
Cropoxxem € nporpama AVP, o moxxe BusiBut nonaja 30 TUC. BIpyCiB.

Bakyunu — nporpamu, siki BUKOPUCTOBYIOTHCS JIJIsi OOpoOsIeHHs (aiiiniB Ta

3aBaHTaXYBAJIbHUX CEKTOPIB 3 METOIO MEPEAUYACHOTO BUSIBJICHHS BIPYCIB.



Ilopsiiok BCTAHOBJIEHHSI TA HAJATO’KEHHS AHTUBIPYCHOI0 MPOTrPaMHOI0
3a0e3nme4eHHs

3aBaHTaXUTU aHTUBIPYCHY IIPOTpamy 3 MEPEKi IHTepHET abo 3 ¢uietr — HOCisl.
JIBidui KJaIHYyTH MO B)KE 3aBaHTaKEHIN MpOTpami, 3’ IBUTHCS BIKHO JI03BOJY 3aIlyCKY

nporpamu, HAaTUCHYTHU «Tax».

KoHTponb yyeTHbIX 3annceld NoNb3oBaTenei

@] Bbl xoTWUTE paspewnTs CIedyoWwen NporpaMmMe BHECTH
=~ W3MEHEeHMA Ha 3TOM KOMMbioTepe?

q," Mma nporpamme: Fovast! Antivirus
e MpoeepeHHBld M3gaTeNk: AVAST Software a.s.

WMeTounuk gaina: HECTKWA ANCK KOMMBHITEDE

@ Mokasate nogpotHoCTK fa

Hacrpoiika Bblaaymn TaKmy VEELOMIEHNNA

VY BIKHI yCTAaHOBKM aHTUBIPYCY BUOpATH MyHKT «3BUYATHE 3aBAHTAKEHHSD.
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o Hacrpoure

[obpo noxanoeaTk B avast!

O6bIyHasa ycraHoBKa )

BOpOUHAR YCTAHORKA

BmecTe C AHTUENPYCOM avast! Bel MOXETE NCNONS30BaT: avast! EasyPass
W "El Yo -U!I!’] {812 SEL EAlUM Bapamt HODHBES M IHLNE MBI
HCNONLEIYEMBC B CTAMANPTHEX § : PUAK, R YNIPODTReT 16, A1 pyusyn ot

Ha MM LA B WITax MoaTe ny ol ’ Py pcer a1 1NN} HM
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[[] Yeranomure Gecnnariyio npabmyro sepewmio (<5 iein) avast! EasyPass

Ha nactynmHomy kpo1ii HaTUCHYTHU KiaBinry «IIpogoBxuTm»,

8. Avast Free Antivirus

Bbl 3awmeHs!

Avast Free Antivirus Toneko 4T0 Obin ycTanHoBneH Ha saw MK,

NPOAO/DKUTL

3ayeKaTu 3aKIHUYEHHS 3aBaHTAXXEHHSI MPOrpaMu, 3 SIBUTHCA BIKHO Yy SIKOMY

HAaTUCHYTH KHOMKY «['0TOBO»
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CKaHYBaHH IIpOrpamM pO3IMOYHCTHECSA aBTOMAaTHYHO.

CKaHuUpoBaHMe nNpwu 3anycke / PaboTaeT

20% -

w Cron &y Naysa & [eranwn..

Bu0ip tTuny ckanyBaHHS

Ha nomatox 1o expaHiB aHTHBiIpyca mporpama Avast Antivirus BKJIIOYa€e
HACTYITHI BUAM CKaHyBaHHS.

o Inmenekmyanvne ckanyeanua : BCEOIUHE CKaHyBaHHSA, SIK€ BHSBIISE
mkigmuee [1O, mporpamu, MO BUMararOTh OHOBJIIEHHS, JOJATKOBI KOMIIOHEHTH
Opay3epa 3 HU3bKOIO PEMyTalli€ro, MepekeBl 3arpo3u, mpobdieMu 3 MPOAYKTHUBHICTIO,

a TaKO)XK HEeHAJIIiHI, 1110 TIOBTOPIOIOTHCS 1 CKOMIIPOMETOBAHI TapOJIi.


https://support.avast.com/ru-kz/article/167/

o Ilo6ne ckanyganHs : CTAHAAPTHUN BU TIUOOKOTO CKaHYBaHHS CHCTEMH 3
NEPEeBIPKOIO TUCKIB CXOBHIIA 1 MaM'sITi Ha HasBHICTh MIKiAMBoro 113.

o Excnpec-ckanyeanns : cxaHyBaHHA oOcCHOBHoro paucka Bamoro IIK (ma
SKOMY 30epiraroThCs CUCTEMHI (Daiiyii) 1 aBTOMAaTUYHO 3aIyCKAIOThCS MPOTPaMH, a
TaKOXX TIIepeBIpKa HASBHOCTI BCIX BiAoMHX TuUMIB PYTKITIB. [I[060 mnpuckoputu
CKaHYBaHHs, aHAII3yIOThCS TIJILKM MOTSHINIMHO Bpa3JIMBI TUIIH (paiiiiB.

o Ckanyeanna USB / DVD: cxanyBaHHS BCIX 3HIMHUX MPHUCTPOiB
30epiranns, makaoueHux Ao I1K. Hanpukiman, 30BHINIHIX )KOPCTKUX JUCKIB, (her-
HakonuuyBauiB USB, nuckis CD 1 DVD.

o Ckanyeanna nanok: TEpeBipKa TMAamokK, OOpaHUX TMepeln 3alyCKOM
CKaHyBaHHSI.

o Ckanyeanna npu 3aeanmaxcenni OC : CKaHyBaHHS KOMITHOTE€pa NIpHU
HACTYITHOMY I€pe3aryCcKy CHCTeMH 10 3amycky mkianuBoro I13. CkanyBaHHS Tif
Yyac 3aBaHTAKCHHS IMIJIBUIIYE IIAHCH BUSBUTU 1 BUJAIUTH IMIKIJIMBI MPOTpaMu 0
TOT0, IK BOHO OTPUMAE MOXKJIUBICTD JISITH.

Konmponwsni 3anumanns:

Ak 6i0bysaemvcs 3anyck cKaHy8aHHs?

AKi HanawmyseanHs nompioHo sukopucmosgysamu?

Hatu B1IMOBIA1 Ha 3alATaHHSA HaJICUJIaTH Ha azpecy

olia.dubina2017@gmail.com

V Temi JiucTa BKa3aTh HOMED T'PYIH, IIPI3BHUIIE TA 1M 4.
p rpynu, 1np it
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