20.05.2022
Ypok 29-30

Tema ypoxy:[Ipobmemu iHpopmaiiitHOi Oe3neku. 3arpo3u mpu podOOTI B
[aTepHeTi 1 IX yHUKHEHHS.

Merta ypoky:

(GopMyBaTH KOMIIETEHTHOCTi: npeomemni (ingpopmayitinoi Kyaibmypu ma
IHhopmamuenoi KomnemenmHOCMI)peani3alliITBOPUYOro MOTEHITIATY, COIlai3amis y
CYCIIbCTBI, €(EKTUBHE BHUKOPUCTAHHS 3aco0iB  CydyacHUX 1H(OpMaIiitHO-
KOMYHIKaIlIHHUX TEXHOJOT1H;

K/1I0408i KOMREmeHMmHOCmIi:BU3HAYaTH OCHOBHE MOHATTA «iH(opMaliiiHa
Oe3nekay», (opMyBaTH BMIHHS aHai3yBaTH 1H(QOpMAIIi0, BU3HAYATH OCHOBHI 3arpo3u
iHpopMaliiiHOI Oe3nekn KopucTyBaua [HTEpHETy, O3HAMOMUTH Y4YHIB 3 MpaBUIAMHU
Oe3neuHoi pobotu B [HTEepHETI Ta mpuHIUIIAMH 1H(OPMAaITHOT OE3MEeKU;pO3BUBATH
OCOOMCTICHO — CMHCJIOBOTO CTaBJICHHS 10 HABYAILHOTO MPEAMETa, PO3BUTOK ITaM sTi,
JIOTIYHOTO MUCJICHHS, TMPEAMETHOTO CIPUHHATTS, YBaru;BUXOBYBaTH I1HTEpEC IO
BUBYCHHS 1H(POPMAIIMHUX TEXHOJOTIH, (PopMyBaHHS OEpEHIIMBOTO CTaBJICHHS 0
oOJasiHaHHSI KOMIT IOTEPHOTO KabiHEeTY.

Haounictb:«lndopmatuka (piBeHb crangapty): miapyd. Hms 10(11)kom.
H.B.Mopze, O.B.bapna. «Opion»,2018.-240c.:11, po3naTKoBUN  MaTepiasl: cxema:
«Eranu PO3BUTKY 3ac00iB 1HbOopMaIIHHUX KOMYHIKaIii, cxema
«IIpuHnunurapanTyBanHts 1H(OpMaliitHOT Oe3neKn», cxema « Buau 3arpos».

Indopmaniiina 6e3nexa — cTaH 3axXHUIIEHOCTI MOTPEO JIOAUHU, CYCIIIbCTBA Ta
aepxaBu B iHGopMallli He3aJeKHO Bl BHYTPIIIHIX 1 30BHIIIHIX 3arpo3.

Camocmiiina poooma 3000ysauie oceimu.
3aBaaHHA:

» 3HaiiniTe B IHTEpHeTI 3a JONMOMOror HETOYKIB 3HAYEHHS IIHX
MOHATH Ta 3aIMUIIIITH Y 30IIUTH.

Ouixysana 8i0nogiov.

[Tin koHQIAEHIINHICTIO PO3YMIIOTh 3a0€3MeUYeHHs] JOCTyIMy [0 JaHUX Ha
OCHOBI PO3MOALTY TIPAaB AOCTYIY, 3aXUCT BiJl HECAHKIIIOHOBAHOTO O3HAMOMJICHHSI.

JlocTynHicTh 03Ha4yae 3a0e3MeueHHs] JAOCTYIY 10 3arajibHOJAOCTYITHUX JTaHUX
yCIM KOPUCTYBa4aM 1 3aXHCT IUX JaHUX BiJ OJOKYBaHHS 3TOBMHCHHUKAMHU.

[imicHicTh TEepeadavae 3aXUCT JAHUX BiJl X 3JJOBMHCHOrO a00 BHUIIaJIKOBOTO
3HUIIEHHS Y1 CIIOTBOPECHHS.



[Hdpopmariitna Oe3neka AepKaBU XapaKTEPU3YETHCS CTYNEHEM 3aXHUIIEHOCTI 1,
OT)KE, CTIMKICTIO OCHOBHHUX Ccep KUTTEAISILHOCTI (EKOHOMIKH, HayKH, TeXHOChepH,
chepu ymnpapiiHHS, BIHCHKOBOI CIPaBH, CYCHIJIBHOI CBIJJOMOCTI 1T.J.) CTOCOBHO
HeOe3neyHux (necrabimi3aliiHuX, ACCTPYKTUBHHUX, CYNEpEeYHUX IHTEpecaM KpaiHu
TOI110), 1H()OPMALIIITHUM BILTUBAM, IPUYOMY SIK JIO BIPOBAIKEHHS, TaK 1 10 BUIYYECHHS
1HpOopMaIlii.

[TonsitTss iHGOpMaIiitHOT Oe3MeKn He OOMEKYEThCS O€3MEeKOI0 TEXHIYHUX
iHbOpMaLIHHUX CUCTEM YM Oe3MeKor0 iHpopMallli y YuCeIbHOMY YH €JIEKTPOHHOMY
BUTJISITII, @ CTOCYETHCS YCIX aCIEKTIB 3aXUCTy JAaHUX 4M 1H(opMaIlli He3alaekHO Bij
dhopmu, y sIKiii BOHU IepeOyBarOTh.

OO0'exTBHO KaTteropis «iHdopmalliifHa Oe3neka)y BHUHHUKIIA 3 IMOSBOI 3acOo0iB
iHpOpMaLIHHUX KOMYHIKalid MIX JIOJbMH, a TAaKOX 3 YCBIJOMIICHHSIM JIIOJUHOIO
HAsBHOCTI y JIOAEH 1 iXHIX CHIBTOBAPUCTB I1HTEPECIB, SKUM MOKe OyTH 3aBIaHO
30MTKY LUISIXOM [Iii Ha 3aco0u 1HQOpMAIITHMX KOMYHIKAIlil, HasBHICTb 1 PO3BUTOK
AKUX 3a0e3neuye 1 3a7ae iHGopmaiiiitHuii 0OMIH MIXK BCiMa €JIEMEHTaMH COLIIyMY.

Inougioyanvna poooma 3000ysaua oceimu:

» 3azpanerinp oTpuMaHe 3aBAaHHs yuHeM «ETtamum po3BUTKY 3ac00iB
1H(pOpMaIIITHUX KOMYHIKAIIIH.
Ouikysana 6i0nogiov:

Etanu po3BuTKy 3aco0iB iHpopMaIiiHUX KOMYHIKaII1i

I erar — mo I eranm — III eTam — IV eram —
1816 poky IOYHNHAIOYU 3 [IOYMHAYH 3 MIOYMHAIOYH 3
1816 poky 1935 poky 1946 poky
v v v
VI eran — VII eran —
V eran —
MOYMHAIOYH 3 MOYMHAIOYH 3

IIOYHUHAI4U 3

1973 poxy 1985 poxy
1965 poky

MixnHapoaHuii JIeHb 3axucty iH(opMmarii Big3Hayaetbes 30 nucrtomama. 3
KOXXHHUM POKOM HOro aKTyalbHICTh 3pOCTa€ uepe3 TIiolaii3aliio Ta MOBCIOJIHE
BukopuctanHsa [atepreTy. ChOro/HI 1€ MOHATTS JAenI0 TPAaHC(HOPMOBAHE Ta OXOTLTIOE
OBy KUTBKICTB MMPOOJIEM.



30 nucromama 1988 Bmepmie croocTepiraim 3a  CMIAEMIEI0  «XpoOakay
(«Moppic»), SKH TOKa3aB, HACKUIBKH MOXE€ OYTH Bpas3JIUBUM IEPCOHATBHUIMA
KOMIT FOTep Ta iHopMallisi Ha HbOMY.

Pob6oTa 3 eJIeKTPOHHUM MiAPYYHUKOM.

Po3ain 1

» Ilpomonyro st Oinblnr  MmBUAKOI poOoTH 3 iH(OpMAIliE
nigpy4yHuka ckiaactu cxemy «Kmacudikamis atak Ha KOMIT IOTEPHI CUCTEMM.
(crop. 27 miapyunuk qist 10(11) k. H.B.Mop3e, Opion 2018)

rd

ST\

[Hdpopmariitna Oe3neka CTOCYEThCS 3aXHUCTY KUTTEBO BAKIMBUX I1HTEPECIB
moauan (1 OlabIn TIO0ANBbHO — CYCHUIBCTBA, JepkaBW). HempaBauBa, HEmoBHa,
HeBYacHa 1H(opmaIlis Moke HaHecTH mKkoay. OcoOJIMBO BPa3IMBI Y I[bOMY KOHTEKCTI
niTiTKM. BOHM MOXYThb HE 3HATH, Ky 1H(OpMAIIiI0O MOKHA BUKJIQJaTH B MEPEXKY, a
Ky He BapTo. [HKONM MiANITKM HE MOXYTh NMPABHJILHO 3pearyBaTd Ha Marepiand 3
Mepexi 3 pi3HUX npudrH. Po60Ta y IIbOMY HanpsAMKY IS BUKJIaJaviB Ta OaTbKIB Ty»Ke
BAXJIMBA. BE3KOHTPOIBHMIM TOCTYI O IHTEPHETY MOKE MaTH HETATUBHI HACIIIKH TS
MITITKA.

Bimmosi Hpunuunu 3axucr Bijg
JaybHIC rapanTyBanus indopmauniiHoi 6e3nexu \ xubHof, }
w3 |— | BHKPUBJIEHOT,
30epex l l \ HEI0CTOBIPHOI
CHHS iHpopMmaii
inpopm / 3abe3reueHHs \ / PermamenTaris \ / KonTposs 3a \ \ )
| AUiHHEX JOCTYILy JI0 paB, 000B’I3KiB CTBOPEHHSM 1
iHpopMaLitHOTO i BUKOPHUCTaHHIM
pecypcey 3 BiJIMTOBITaJIbHICTD 3aCc001B 3aXHUCTY
ypaxyBaHHAM BCiX Cy0’€KTiB iH(pOopMaIi HHIX
BH3HAYCHHUX iH(pOopMaIiHHOTO JAHUX
3aKoHOM TIpaB IPOCTOPY
BJIACHOCTI Ha 1ei

K pecypc. /_\ \ /
BA1 3arpo3 iHpopMaliiHi
oesrerl.

HECAHKI[IOHOBAHOI'O
JOCTYIY JI0 CEKPETHHUX
a00 KoHbIIeHITIITHIX

v

OtpumaHHs
HECaHKITIOHOBAHOTO JIOCTYITY
JI0 KEpyBaHHs pOOOTOIO
KOMIT I0OTEpHOL

OtpumaHHA SHHUIIIEHHS Ta

CIIOTBOPCHHAJAHUX

IaHUX




v Heb6axxano posminyBaTu nepcoHaibHy iHGopMalio B IHTEpHETI.
[lepconanbra iH(OpMaIlis — 1€ BaIlle MOBHE iM's, MPI3BUIIE, HOMEP MOOLITLHOTO
TenedoHy, aapeca eJIeKTPOHHOI MOIITH, AOMAIIHS ajapeca, (pOTo 3 BamMH, YICHAMHU
BallIOi POAUHHU, JIPY3SIMHU.

v He BianoBinaiite Ha criam (HebakaHy €JIEKTPOHHY IOIITY).

v’ JIOTpUMYITECH €TUKU CITIKYBAHHS.

v He po3scunaiite aucTH 3 OyAb-KOK 1H(OOpMALIC HE3HAHOMUM JIFOISIM
0e3 IXHBOTO MpPOXaHHS - 1€ CIOpHuiiMaeThes K "cmam'", 1 3BUYAIHO 3acMydye
KOPUCTYBaUiB MEPEKI.

v BUKOpUCTOBYHTETIABKIIIIIIEH31MHENIPOrpaMHe3a0e3 e YCHHS.
YcraHoBMOUTENPOrpaMUTIIbKE 3 odimiHuxpkepen. Ilepen  ycTaHOBICHHSM
YUTaNWTe BIATYKUIHITUXKOPUCTYBAYIB, SIKIIOBOHUIOCTYIIHI.

v' YCTaHOBIIOWTE Ta OHOBIIOWTEAHTHBIPYCHEMPOrpaMHE3a0e3NeUeHHs K
Ha CTalllOHApHI, TaK 1 HA MOOLIBHIKOMIT IOTEPH.

v’ 3aBXKIMBCTaHOBIIONTEOHOBICHHAONEPALIMHOICUCTEMH Ta
IHIIOTOIIPOTrPAMMHOT 03a0€3MEeYEHHS.

v" BUKOpHUCTOBYWTEHAIIHHITIAPOTI.

v TlpueqnyuTeCATIIBKUIO nepeBipeHnx Wi-Fi-mepex. He
BIINMPABISIHTEBAKIIUBIIAH1 Yyepe3 MmyOonidyH1 Ta HezaxuieHi Wi-Fi-mepexi.

v YCcTaHOBITHP1IBTPCIUINBAIOYUX BIKOHYOpay3epi.

v’ IlepeBipsiitecepTudikarOe3nekucaiTiB y BHUIVISIAI  3aMKa B
aapecHoMy psinky Opaysepa ta URL-agpecu BeO-cailTiB, MOOBU3HAYUTH, UM HE
MiIpOOICHUI CAlT BUBIBITYETE.

v' CTBOpPIOWTEPE3CPBHIKOMITBAKIMBUX JIJI Bac JaHUX, 30epiranteix
Ha HOCISIX/TAHUX, BIIKITIOUEHUXBiIMepexKilHTepHET.

YCcTaHOBITH BiIOBIAHICTH MiK TEPMIiHOM Ta Or0 BUSHAYEHHAM:

A. 1. JIii xiGep — 37OBMUCHUKIB a00O IIKIIJIABOI
KonginenmiitHicTs nporpamu, CrpsIMOBaHI1 Ha 3aXOIUICHHS, peJaryBaHHs
Yy BUAAICHHS 1HGOPMAIIMHUX JaHUX BIJIJAJIEHOT
CHCTEMU

b. LimicHicTh 2. Cran, 3a SIKOT'O NoTPiOHMI
iHbopMaLiiHUN pecypc TmepeOyBae y BHIJIIIL,
HEOOX1IHOMY KOPHCTYBadeBi, Y MICIl, HEOOXITHOMY
KOpHCTYyBaueBl, W y TOM dac, KOJIW BiH HOMY




HEOOX1THUH.

B. JloctynHicTh 3. Cran, 3a skoro iHQopmarliiHi JaHl He
MOXYTh  OyTM  OTpUMaHi  HEaBTOPHU30BAHUM
KOpHCTYyBaueM a0 MPOLIECOM.

C. Xakepcbka 4.3axucT TOYHOCTI Ta IOBHOTH 1H(QOpPMAIIITHUX
aTaka JAHUX ¥ IPOrpaMHOro 3a0e3MeyYeHHs.

Ingpopmauia - incmpykmaxrc 00MautHb020 3a60aHHA.

CtBopiTh OykjeT abo iHpopMaIiiiHUI OIOJNETeHb 13 MpaBUIAMHU
Oe3MeYHoi MOBEIIHKM KOpUCTyBaya B [HTEepHETI BiAMOBIAHO 10 oOpaHOi
I1JIbOBOI Ay AUTOPII:

v\ CTyleHTH;
npaliBHUKU OaHKIBCHKOI cdepu;
OyA1BHUKU;

AN

BUKJIa1a4l.

Bukxonane 3as0anns naocunamu na adpecy olia.dubina2017@gmail.com

Y memi aucma éxazamu nomep epynu, npizeuwe ma im .



